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LEARNING OBJECTIVES:


a. TERMINAL LEARNING OBJECTIVE:  Given internet connectivity and the references, develop Anti-Deficiency Act (ADA) prevention controls ensuring effective internal controls are implemented in accordance with appropriation law.



b. ENABLING LEARNING OBJECTIVES:




(1) Given internet connectivity and the references, conduct research to develop Anti-Deficiency Act (ADA) prevention controls to ensure effective internal controls are implemented in accordance with appropriation law.




(2) Given internet connectivity and the references, conduct analysis to develop Anti-Deficiency Act (ADA) prevention controls to ensure effective internal controls are implemented in accordance with appropriation law.

BODY








 



1. Preventing Violations.  

a. Training.  Members can increase their awareness of potential ADA violations by attending formal and information training, such as Appropriations Law Courses.  Training will help you ask the right questions and know where to reference the answers.


b. Internal Controls.  Departments and organizations should already have an established Manager’s Internal Control Program.  Internal controls help to prevent or detect significant weakness in a timely manner.  They ensure the efficient and effective use of resources.  ADA violations should be included as an area of focus during annual reviews.  Consider accessible units that may lead to a potential ADA violation if there is a failure in the process.

c. Research and React.  Conduct research using the tools and references provided to you during this course, and do not hesitate to take action if you have doubts or concerns about a transaction. 



(1) GAO Website.  www.gao.gov, Review GAO’s database of ADA violation reports and GAO decisions and Opinions.  Monitor GAO’s Facebook Page (U.S. Government Accountability Office (GAO) for updates and highlights.


d. Obligations.  Record obligations promptly and accurately.


e. Government Purchase Card Program.  Pay attention to purchase card use and place an emphasis on prohibited purpose items (food, gifts, etc.).

f. Transactions.  Question transactions that are unusual or seem to be unauthorized.

g. Guidance.  Seek guidance from appropriate fiscal personnel, contracting office, and your legal counsel as necessary.
2. Combating Fraud, Waste, and Abuse.  

a. Fraud.  “To conspire to defraud the United States means primarily to cheat the government out of property or money, but it also means to interfere with or obstruct one of its lawful governmental functions by deceit, craft or trickery, or at least by means that are dishonest.” Hammerschmidt v. United States, 265 U.S. 182 (1924).

b. Increased Risk of Procurement Fraud in Modern Military Operations.



(1) Logistical Support is mostly contracted out.



(a) More contractors than soldiers.


(2) Immediate need for goods/services in austere environments creates vulnerabilities.



(a) Vast distances traveled dilute supervisory chain.


(3) Defense budgets skyrocket during large scale conflicts.

c. Types of Fraud. 



(1) Bribery/Kickback



(2) Conflict of interest



(3) Mail/wire fraud



(4) Conspiracy



(5) Accepting illegal gratuities



(6) Extortion



(7) Failure to provide all contract requirements



(8) False statements; E.g., company owner reports false net worth, enabling him to receive sole source 8(a) contract worth $325M.


(9) False claims; E.g., vendor submitted invoice for $20K, added “1” before the “20” – spotted due to different typeface.



(10) Procurement integrity violations




(a) Bid Rigging, Collusion between contractors




(b) Defective Cost or Pricing Data



(11) Payment Irregularities




(a) Progress payments




(b) Billing for non-delivered supplies or services




(c) Cost Mischarging (Labor, Overhead, Unallowable costs) 




(d) False Certifications (Bagram aviation fuel fraud)




(e) Fraudulent accounting



(12) Theft or misuse of government property



(13) Non-conforming parts (inferior quality, product substitution)


d. Fraud Indicators.



(1) Too friendly with local contractors



(2) Subcontractors complain about not getting paid



(3) Unavailable/Missing documentation



(4) ague contracts or invoices



(5) Bids in same format for multiple contract offers



(6) Repeatedly copied invoices for different orders



(7) Contractors living above the norm in-theater standards



(8) Uncharacteristic insistence on using the same contractor


e. Why is Eradicating Fraud so Important?




(1) Mission readiness; Avoid mission degradation



(2) Safety; No flawed M4 triggers, e.g.



(3) Taxpayer dollars




(a) Value & cost of materials




(b) Increased maintenance & facility costs




(c) Life cycle costs of equipment



(4) Public Confidence


(5) Potential ADA violation through improper execution of budget authority.
3. Fraud Case I  

a. Contractor Fraud.  Contracting Officer receives letter from Contractor after sending out solicitation.  Offers a kickback if the Contracting Officer provides information detailing lowest bids.  The Contractor offered to put in the lowest bid.  How does this affect the quality of the product the government will receive?


b. Non-conforming Parts.  AEY’s president, Efraim Diveroli, was 22 years old with little business experience.  Diveroli was also under felony charges of possession of forged driver’s license when the contract was awarded.  A background check should have caught this.



(1) Jan 07 – Government awarded AEY a $298M contract.  




(a) Their largest previous contract was for $7M.




(b) AEY was a small business with eight employees




(c) AEY was to be the primary munitions supplier for Afghan security forces against Al Qaeda and the Taliban.


(2) Investigators had looked at AEY’s past performance but had not shared information with contracting personnel.



(3) Army was lured by very low bid




(a) Bid should have been recognized as too small for quality ammo.  In order for it to be a profitable undertaking based on their bid, AEY would have to purchase rounds for only 2.2 cents per round.




(b) Quality rounds typically cost 20-30 cents per round



(4) AEY began shipping 1960s-era Chinese rifle cartridges (taken from Albanian depots), repackaging them in flimsy cardboard and claiming they were Hungarian (intent to deceive U.S. Government)



(5) Once the situation was discovered, NATO/DoS had spent millions destroying the ammo.


(6) Jan 11 – Efraim E. Diveroli sentenced to four years in prison.


c. What happened?



(1) Insufficient vetting of the KR at the time contract was let.



(a) Missed signs about experience, past performance




(b) Too much reliance on the word of the contractor




(c) Lack of coordination between investigators and KOs



(2) Insufficient monitoring in the AOR




(a) Lack of personnel to notice all lot #s were the same




(b) Lack of inventory tracking and monitoring system




(c) Lack of expertise to detect non-conforming parts

4. Fraud Case II  

a. In 2007, twin sisters took advantage of government’s need to expedite supplies to troops in Iraq and Afghanistan by submitting huge bills to ship inexpensive items:



(1) $998,798 to ship two 19-cent lock washers


(2) $492,097 to ship an $11 threaded plug



(3) $499,569 to ship 10 cotter pins worth $1.99 each


b. The sisters committed fraud against the US Government for $20M in overcharges.  One sister committed suicide - left note & $4.5M check.  Other sister sentenced to 6 years, and to pay $15.5M in restitution.
5. Gift Rules. 

a. Do not solicit or accept and gift



(1) From a prohibited source (ie. Government contractor)



(2) Given because of your official position


b. If you accept the gift in one of the previous scenarios, you must pay fair market value for it to keep it.  There are exceptions to the rule.



(1) Thresholds of “thank you” mementos. You may accept gifts of $20 or less, but not to exceed $50 per year from the same source (excludes cash, stocks, bonds, etc.)




(a) If you are offered a gift that has a value over $20, you may not “buy the gift down” to $20.  For example, if you are offered a $21 ticket to a baseball game, you may not pay $1.00 to whomever is offering the ticket, and then accept the ticket under the $20/$50 rule.




(b) If you are offered two separate items on the same occasion, and each item has a value under $20, and the items together have a value over $20, you may accept one of the items and decline the other.  For example, if you give a speech as part of your official duties, and you are offered a $6 coffee mug and a $15 pen as thank you mementos, you may keep one or the other, but not both.



(2) Based on a Personal Relationship.  If you are neighbors & friends with someone, you can do things with them so long as it is totally unconnected with your official status.

You may accept a gift or benefit based upon a spouse’s employment provided it is not offered based on the service member’s official position, i.e spouse earns a free trip to Hawaii for being salesperson—ok,  spouse is awarded free trip to Hawaii because his/her husband/wife is the local Commander—not OK.



(3) Widely Attended Gatherings. It is not an ethical violation to accept gifts at widely attended gatherings in your official capacity; however, ensure your agency has determined it is in its best interest for you to attend.  Lodging and travel cannot be paid for by the host.



(4) Gifts from Foreign Governments.  Whenever possible, DoD employees shall decline gifts from foreign governments; however, gifts may be accepted to avoid embarrassing or giving offense to the donor.  Gifts of minimal value (currently less than $350) may be retained.  Gifts of more than minimal value become property of the U.S. Government.  Multiple gifts during the same presentation must be combined (aggregate value) for value purposes.



(5) Gifts from Subordinates.  In general, gifts are not allowed to be given to a superior, but there are exceptions.




(a) On an occasional basis when gifts are ordinarily exchanged, a gift valued at $10 or less per occasion may be accepted, as well as group refreshments.




(b) On special, infrequent occasions, such as marriage, PCS, or retirement, a subordinate may donate toward a gift to a superior, not to exceed $300.  If “one” subordinate donates toward the gift, the subordinate gift rule must apply.  



(6) Since FY02, DoD authorized its employees to receive and retain promotional items as long as they were available to the public under the same terms and can be accepted at no additional costs to the government.




(a) If you get involuntarily “bumped” off a flight for whatever reason due to no action of yours, the government keeps any compensation, ie. free ticket or check.




(b) If you voluntarily relinquish your seat, you can retain the compensation; however, you can’t get additional per diem due to that relinquishment, nor can it interfere with meeting your official duties.




(c) Upgrades on Airlines are okay to accept on-the-spot if two conditions are met.





1 No additional costs to the government





2 Offered on same terms as a member of the public.

6. Ethical Behavior.  

a. Foster an environment that encourages your personnel to 



(1) Stand up and do the right thing to ensure integrity and fairness



(2) Share knowledge and experiences



(3) Take appropriate action for ethical breaches



(4) Know the standards of ethical behavior.


b. Pecuniary Liability is a responsibility to Disbursing Officers and Certifying Officers.  



(1)  Disbursing Officers are pecuniary liable for payments not in accordance with certified vouchers received or errors in their accounts.



(2)  Certifying Officers are pecuniary liable for payments resulting from improper certifications.

  

(3)  When there is fiscal irregularity, the responsible individual is presumed negligible and automatically held pecuniary liable.  




(a)  Fiscal irregularity may result from the physical loss of cash, vouchers, negotiable instruments or supporting documentation, as well as erroneous payments.

Reference:

Encyclopedia of Ethical Failure

www.dod.gov/dodgc/defense_ethics/dod.../EEF_complete_10.doc????  
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